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QUESTION NO: 1
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F.Web 77’V —>a A ERATS S3/NNTY NOEBE[NE URL ODER T RequireSSL
A7avEFEALET,

Answer: ACE

Explanation:

Turning on S3 server-side encryption for the S3 bucket that the web application uses will
enable encrypting the data at rest using Amazon S3 managed keys (SSE-S3)1. Creating a
bucket policy that denies any unencrypted operations in the S3 bucket that the web
application uses will enable enforcing encryption for all requests to the bucket2. Configuring
redirection of HTTP requests to HTTPS requests in CloudFront will enable encrypting the
data in transit using SSL/TLS3.

QUESTION NO: 2
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Answer: C,D

QUESTION NO: 3
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Answer: D
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Answer: A

Explanation:

https://aws.amazon.com/blogs/storage/new-enhancements-for-moving-data-between-

amazon-fsx-for-lustre- and-amazon-s3/

QUESTION NO: 5
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Answer: A

Explanation:

https://repost.aws/knowledge-center/vpc-ip-address-range

QUESTION NO: 6
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Answer: D

Explanation:

Amazon Bedrock Guardrails are the correct managed control plane for this scenario. A
guardrail can combine denied topics, content filters, and sensitive information filters, and it
can be applied to prompts and responses across supported foundation models. The

ApplyGuardrail API can evaluate text independently before invoking a foundation model,

which helps reject or mask risky prompts before incurring model inference cost.

The Converse API also supports guardrail configuration so the same policy can evaluate
conversational model responses. Option A relies on prompts and post-processing only, so it
does not evaluate risky prompts before inference and does not protect inputs. Option B is
retrospective and model-specific. Option C could work technically but creates custom
moderation and response-filtering code, which is higher operational overhead than Bedrock
Guardrails.

QUESTION NO: 7
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Answer: B

Explanation:
https://aws.amazon.com/about-aws/whats-new/2017/11/aws-lambda-supports-traffic-shifting-
and-phased- deployments-with-aws-codedeploy/
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Answer: B

QUESTION NO: 9
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Answer: ADF

Explanation:

Option A is correct because using an Elastic Load Balancer and an Auto Scaling group with a
minimum capacity of two instances can improve the availability and scalability of the EC2
instances that host the application. The load balancer can distribute traffic across multiple
instances and the Auto Scaling group can replace any unhealthy instances automatically1
Option D is correct because modifying the DB instance to create a Multi-AZ deployment that
extends across two Availability Zones can improve the availability and durability of the RDS
for MariaDB database. Multi- AZ deployments provide enhanceddata protection and minimize
downtime by automatically failing over to astandby replica in another Availability Zone in case
of a planned or unplanned outage4 Option F is correct because creating a replication group
for the ElastiCache for Redis cluster and enabling Multi-AZ on the cluster can improve the
availability and fault tolerance of the in-memory data store. A replication group consists of a
primary node and up to five read-only replica nodes that are synchronized with the primary
node using asynchronous replication. Multi-AZ allows automatic failover to one of the replicas
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if the primary node fails or becomes unreachable6 References: 1:
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-
balancing- works.html 2: https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/burstable
-performance-instances- unlimited-mode.html 3:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.

html 4: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html
5: https://docs.

aws.amazon.com/AmazonElastiCache/latest/red-ug/AutoScaling.html 6:
https://docs.aws.amazon.com
/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
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AWS Direct Connect ##ZREL TVWET, 7T—FTIF LK. BEEO VPC
EFAVTLIZADA VT ZARNTOF Y ZERTDLOONT DOV RNTF—RNIIAL
Direct Connect — R J I A/ AEFENTVET,

2% (&, Direct Connect #E#tzEAL T, MF22Y N VIFZHT VPC
DV—AICERTIVENBYET,

EDOFIEDHEAEDEN CNSOEHZF/LELEITA? (2 DBRLTLLEZL, )

A. 1 Gbps @ Direct Connect ##t%Z 10 Gbps ICE#H L £ T,

B. AT LIADRY ND—D TL 74V ORERNZZY NVIF

BATT7 RNZAALET,

C. Direct Connect '— KRV IANSHAVTLIZA XY RT—UAD VPC
TL74vOREBRNT DY NVIFRBATEELED,

D. Direct Connect $###t® MACsec BES{LE— REMZRBSILABICEHLET,

E. MACsec #E#iF — A & B EE T+ — (CKN/CAK) DR T % Direct Connect
BERICEENITET,

Answer: B C

Explanation:

To connect VPC resources over a transit Virtual Interface (VIF) using a Direct Connect
connection, the company should advertise the on-premises network prefixes over the transit
VIF and advertise the VPC prefixes from the Direct Connect gateway to the on-premises
network over the same VIF. This configuration ensures seamless connectivity between the
on-premises infrastructure and the AWS VPCs through the transit gateway, facilitating
efficient and secure communication across the network.

AWS Documentation on AWS Direct Connect and transit gateways provides detailed
instructions on configuring transit VIFs and routing for Direct Connect connections. This
setup is recommended in AWS best practices for establishing dedicated network connections
between on-premises environments and AWS to achieve low-latency, high-throughput, and
secure connectivity.

QUESTION NO: 11
HdaEHN, VPCHD AMmazonEC2 A VARV AICH LW I ZAR—=—KN A2 RTXRY M
Y—ERAZRAITHEZETELTVET, AWS Y4 KN VPN I, VPC
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BEEHOAVTLIAZRY RD—VICEELET,. ILLWH—ERE, BEOAVTL IR
H—EALBEIIRBENFGVET,. AVTLIAF—ERICEK, £0OH 7 )L DNS
V—2ICHDRANBZFERALTTIVEATEET, D DNS

V=2 RBEEICAVTLIZATEHRARNENTEY, 2HOTTAMA K=K
XYRD—OTOXMERATEET,

YD1—23> T7—F7I0NE, FILLWH—EANFaHOH>TI
RXLSEDRANBEZBRLU TBREO Y —EALKRETED L EBERIDHVENHYE
ERS

ChSsDE#ZFLIVYII—>32RFENTITA?

A. Amazon Route 53

ICEHBIOZOTFAR—RNI—2EERLET. @HOF U TLIAOSHEHOY —2IC
. Route 53 DFHLW T SAR—=—RKNY =2 DHERIT—LY—/N\—&IETEMD NS
LdO—RZEMULET,

B.VPC ® DNS RARNBZF>IZLE T, Amazon Route 53 Resolver
ZEALTHLLV T IORMNDRIVRRAVNZRELE T, @EBlOV IO ITANEFY
T7LEZAOZR—LY—/N—IZ8i5TF % Resolver L—ILZERL £,

C. VPCODNSRA NB%ZF 229 %Amazon

Route THL WA NV RUVILNIY RKRAV NZERET S

53 UV, A7 LZA® DNS

H—N—ZEBEL T, 2HFOERZHLVIVINICEELET,

D. AWS Systems Manager

BFERALT, REBRANBEEUCRANTI7ANEAAN=ITEIETRFIXNE
BRELET, A VARZV AN EITREICAD EEICRFIANEERTTSICIE. Amazon
EventBndge L—I)LZEAL &7,

Answer: B

Explanation:

https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html

QUESTION NO: 12

HILENAWSI T I RTI)—VO—RERITLTIVET, cOERFE, 77U5r—23
> M7 — X & Amazon

DocumentDBD IHN—2 3V ICRBFELTVWE T, BHONY IITY RY—EARAN, —BHF
—BR—=ANDT—RANFZIAEEZHENICITOTVET, IXNTOH—ERAIE, Amazon
Route 53ICDNSL J— R & L TEEE N TL D Amazon

DocumentDBY S AR —T > RARA VN EFERALTTF—ER—AICEHRLFT,

BAitlk, F—RE%LKS EBLF—IR—A%ZAmazon
DocumentDBO&FH/N— I VT YT IL—RIBBENHYET, NV II RY—FE
ACTYTIL—RIROFERZFATHHEIIC, PYTIL—ROTANERIZITS BEN
HYUET, AEEBRICEEAN—LZEMWELL, 4FEORSHEERELTVET,
CchsNEHZ/BETV)1I—23R@FENTLESH?

A. BHFN—23 > #E21T795#H L LW Amazon DocumentDB

VAR —RERL £, Amazon DocumentDB

AFVORY =) EFRALTEEOAVTFYIRETIVAR—RNL, ILWIOSAZ—IC
A2R—BMLET, FHL L AWS DMS

AVABVARE, YV=ARATIVRIRAVKRBRER—TY NIV RRANEERLET, B
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T247 "817&L7TVTr—23>, 2FALTTF—2Z28179% DMS
BAVEERLET, HILLWITAR—ZTAMLTHKRILL £9 . Route 53
LO—RZEFHLT, HILLWITAR—ZZRIBDLSICLET,

B. &¥i/N\—> 3> ZE1T79 5% L L) Amazon DocumentDB

D5 AR—%ERLET., Amazon EC2 1 > A& > AIZ MongoDB

AN RZA42A422—=T7 T4 A (CLI)

T—ER—=—AYV—=)2A4>2AM—=)LLET., MongoDB CLI
ZEALTNAFTIIOAR—KNZEKL., #FHL L Amazon DocumentDB
DIAE—ILTF—BEAVR—KNLET, HILLWITARX—ZTANLUTHKRILL £, Rout
e53LI—RZEHLT, HILWITAE—ZSRIBDELSICLET,

C. Bt ® Amazon DocumentDB

DZAR—DARFTY T3V RNEEBRLET, 12T L—AXZY—N—232TFTvT7JL
—RZEFTLET,. BFEOIVTAZ—ZHF&HIN-—23EBHTDIZAR—INZX—=2T)
—7IZEBELEY, BERIKICHEHALET, 7TY7TIL—RZTAMLTHRIALET,

D. B#F/N—> 3> Z2E1TT5FH L L) Amazon DocumentDB 7 5 AZ—ZERL F£F, AWS
DataSync T—2 I 2 k% Amazon EC2

AVAZALTF7O040L, I—2T M ZEMLLET, ILRE—RTHL L AWS
DataSync

RAVEEBLET. BEEZAVERHBL, HILLWITZAZ—IITF—2ZOE—LET., #
LWOSAZ—%ZTARNL THKIEL ¥9, Route 53

LO-RZEHLT, ILWITAEZ—ZZRIBDELSICLET,

Answer: A

Explanation:

The company needs to upgrade DocumentDB to the latest version with no data loss while
allowing continuous reads and writes. The company also must be able to test and verify the
upgrade before switching production traffic. This is a classic requirement for performing an
upgrade using a blue/green approach: build a new target environment on the new version,
keep it in sync with the source, validate it, and then cut over by changing the endpoint (here,
Route 53 DNS).

Option A implements this pattern using a new DocumentDB cluster running the latest version
and AWS DMS to continuously migrate and replicate changes from the old cluster to the new
cluster. Because the workload is continuously changing, a one-time export/import is
insufficient; continuous replication is needed to keep the target cluster current during the test
period. AWS DMS supports a "migrate and replicate" style of task that performs a full load
and then applies ongoing changes (CDC) so the target stays synchronized. The question
also states that change streams are enabled with a 24-hour retention period, which supports
capturing and applying changes during migration/validation and helps ensure the replication
stream can be maintained while testing.

Option A also addresses indexes by using the DocumentDB Index Tool to export and import
indexes, which is important because indexes can affect query performance and behavior.
After the company validates the new cluster, the cutover is done by updating the Route 53
record to point to the new cluster endpoint, switching all backend services without changing
application configuration beyond DNS resolution.

Option B uses MongoDB CLI tools to export/import. This is not suitable for continuous write
workloads because export/import is a point-in-time operation and would require downtime or
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risk data divergence during the test period. It also adds more operational overhead and does
not provide continuous replication for the duration of validation.

Option C performs an in-place maijor version upgrade. That does not satisfy the requirement
to test and verify the upgrade before backend services use the upgraded version because
the upgrade happens directly on the production cluster. Even though a snapshot exists for
rollback, production is still exposed to the upgrade immediately, which violates the
requirement for pre-cutover verification.

Option D is incorrect because AWS DataSync transfers files between storage systems such
as NFS/SMB and AWS storage services. It is not a database migration or replication service
and cannot copy a DocumentDB database in a way that preserves database semantics and
supports continuous replication.

Therefore, creating a new DocumentDB cluster, keeping it synchronized using AWS DMS
(supported by change stream retention), validating it, and then cutting over via Route 53 DNS
update (option A) meets all requirements.

References:

AWS documentation on blue/green style database upgrades by migrating to a new cluster
and cutting over via DNS.

AWS documentation on AWS DMS full load plus ongoing replication (CDC) patterns for
minimizing downtime and maintaining target synchronization during validation.

AWS documentation on Amazon DocumentDB change streams and retention considerations
for capturing ongoing changes during migration windows.

QUESTION NO: 13

HBILEN AWSANDRBITZFLEL TVWET, FtlF VMware ESXi IRETHT O VM
ZEALTVET, ARHICEBHEERT—EZXR—AH &<, VMware
R=KR77VFAOFAICEITHIHBEFLEAED)EFBA,

yiyi—3ry

T—FTO7RE, EENEAXNYROSVBITZFETESLSIC, EREA RN ZE
PEICEHRIZIBENHYET,

BRAF—N—AY REFPRICHZA BN SCNSOEHZE LTV ) 1—>3 2 @FENTT
H?

A. AWS Systems Manager Patch Manager Zf£/A L T, Migration Evaluator Z%& VM
77’04 LEF, Amazon QuickSight

TREENLETF—RXZ2HWRALET, FAROFVT—N—ZHELET., FAROSVT—
N—EBITVARNDSHIBRLET, F—2X % AWS Migration Hub (4 > R—KNLE T,

B. VMware IR— K 7 # 1) 7+ %& csv

T77ANCIOAR—KLET, EH—N—0OF 1 RVFERAEZHRELET. £FAROFL
H—N—%HIBRLET, T—2X% AWS Application Migration Service
ICTOAKR—KLET, AWS Server Migration Service (AWS SMS)

ZEALT, BYOY—N—ZBITLET,

C. Migration Evaluator T—2 T2 ML A OL U & —% ESXi

NAN—=NAHF—IZ77' 04 LET., Migration Evaluator
TNEENETF—REBRELET, T ITATBH—N—%2HBELET, T7I9T17%
H—N—ZBTIVARNDYSHIRLET, F—X % AWS Migration Hub

A2 R—KMLET,
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D. AWS Application Migration Service Agent Z & VM

ICF7A4LET, F—2HAREE N5, Amazon Redshift
EERALTTF—2E2S4KR—KL, 2HLET, F—XOHREALIZE Amazon QuickSight
ZEALET,

Answer: C

Explanation:

https://aws.amazon.com/migration-evaluator/features/

QUESTION NO: 14

Y V1—=23>TF7—F7OME, FETERE NIZBRFOIELRE AWS IRIEH S5 AWS
CloudFormation 7> 7L —h Z#EHKL TWE T, CloudFormation

TU7L—hE, BEICISUTHEL TEBERTEET, REICIF Amazon EC2
AVABVANEENTVWET, EC2HA VAR ALK, EC2

AVABRVANBT A RNTCO-NZ5EZ2 TR LEHICERATRA AR A7O774
WEFBYVEST, YV1—->232F7—FF7U &, CloudFormation
Tro7L—hTO-)IZBEKL. BUO—-ILEZEALET, CloudFormation
TOTL—KFFT7HIRNTRBIEND &, ERNIT+O&LSH, EC2
AVABZARBT AV NTO—INZ25EZ2 TR N TEBRLLRZRYET,
YN1—23V7—FTIONEIOBEZHMARTDEOICMAMZINETLLIN?

A.

BMTHIOURT, EC2AVABRVANBIEZ A XENHAO-IILOFERI> —ZHEEL
£, sts

AssumeRole 7 7> 32 ZFATBBRBEOAT—R X2 MOX—5Y NO—)LARNA'IEL L
CEERMALET,. BERV—ZRELET,

B.

BTHIVRT, ECZCAVAR VAN EZ TR RHEOHDO-ILOEFEERI —ZHmEL
T FPHIRODIL—RTIIINILICHL Tsts

AssumeRole7 V> a2 ZHFATBDAT—MXNZEMLET, EBERV—ZRELE
9o

C.
CloudFormation AR Y VU ZBEEH L. CAPABILITY_ NAMED_IAMBEEND A ZIEEL £
D.

CloudFormation AR Y U ZBEE#H L. CAPABIUTYJAM#EE & CAPABILITY_NAMEDJAM
BEEZEELET.

Answer: A

Explanation:

Edit the Trust Policy:

Go to the IAM console in the parent account and locate the role that the EC2 instance needs
to assume.

Edit the trust policy of the role to ensure that it correctly allows the sts action for the role ARN
in the child account.

Update the Role ARN:

Verify that the target role ARN specified in the trust policy matches the role ARN created by
the CloudFormation stack in the child account.
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If necessary, update the ARN to reflect the correct role in the child account.

Save and Test:

Save the updated trust policy and ensure there are no syntax errors.

Test the setup by attempting to assume the role from the EC2 instance in the child account.
Verify that the instance can successfully assume the role and perform the required actions.
This ensures that the EC2 instance in the child account can assume the role in the parent
account, resolving the permission issue.

References

AWS IAM Documentation on Trust Policies#51#.

QUESTION NO: 15

HBLEICE. ABHTLEORB/NZ—2ZERTS loT

Y —HHNET, CORER, BT —DS5TF—FEHAB>TREL, TOTF—2%
ESHLEVWEEZTVET,

Y)1—=>23>F—F7UKNE, loT 7/N4 AA" Amazon Kinesis Data Streams
CARND—=22092Y)1—23 % 5 LTVET, BBOTTIVT—23 AN
—LNSFTEARY ZT>TVET, ZEL, B0 1—~X—TAOY NI THFRE
LT&Y), EHIMIC RealProvisioned Throughput Exceeded T —A AL TWE T,
COBBEEBRTDEHICYII—>3 Y
T—FTIORNRITINETIIEFEENTIA? (3 2BIRL TKEZL, )

A AN)=LZBY—FT1200LT, ANU—LAO v—ROFZBPLET,

B. Kinesis Producer Library KPL Z AL ET, R—UVJHEEZRAELET,

CHR7 77 IOMMgEEBA O >1—X—Z2FEALET,

D. ANU—LZBY—F12JLT, ANU—LADY—ROBZRSLET,
EEOd221—XR—OJYITIS—BHRTEEBNYIFT XHZXLZFERALET,
F.ENN—T 12308 z2ERATAHILIICANI—LZBRLET,

Answer: ACE

Explanation:
https://repost.aws/knowledge-center/kinesis-readprovisionedthroughputexceeded Follow
Data Streams best practices To mitigate ReadProvisionedThroughputExceeded exceptions,
apply these best practices:

* Reshard your stream to increase the number of shards in the stream.

* Use consumers with enhanced fan-out. For more information about enhanced fan-out, see
Developing custom consumers with dedicated throughput (enhanced fan-out).

* Use an error retry and exponential backoff mechanism in the consumer logic if
ReadProvisionedThroughputExceeded exceptions are encountered. For consumer
applications that use an AWS SDK, the requests are retried by default.

QUESTION NO: 16

5

& B %N Amazon EC2EAWS

Lambda ETF 7V —>3a > &ETLTVET, P7UT— 3> IEAmazon
SIUIC—RBTF—REREFELET, S3ATZ IV NI24BFRERICHIBRENET,

[E#E (EAWS

CloudFormation AR Y V& EE IR & T, 77UTr—2a>ou/N—>a>re7F7040
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TVWET, ARV IRBERBVY—RZERLET. FIN—TJ I ORIEER, VARV D
ZHIBRLET, RIE. ZVERAZY JOHIBRICABUEL 1=,

Jyi—>3ar

T—FTOKNE, 7—FTIOF Vv ZRBIEEERTICCOBBEZBARIDBEN HUET,
CNSOEH#Z®/EZTY)1I—23 2 ENRTLE&DIN?

A.

SINTY KD SEATZIYUNZHIBRT SLambdaBitiEER L £9 . LambdaBd%k % CloudFo
rmation AR Y JICHARLD)Y—AELTEML, S3NTY KJY—A%$ 9 DependsOn
BHEZRELEXT.

B. CloudFormation AR Y 7 Z2ZE L T, Delete MfE% & D DeletionPolicy B % S3
NTYRNZTR2YFLET,

C. CloudFormation AZ Y UV &#E#H L T, S3 /N7 Y N UY—A® Snapshot {E%Z D
DeletionPolicy BZEML £9,

D. CloudFormation 7> 7L — KN ZE# L. Amazon S3 OHbh V) IZ Amazon EFS
T77ANATLAZERLT—RKRI7I7AINERETEDLSICLET, Lambda BE¥%Z EFS
T7ANDATLERU VPC TRITTBRRSICHRELET,

Answer: A

Explanation:

CloudFormation cannot delete non-empty S3 buckets. OptionAallows you to create acustom
Lambda resourcethat deletes all objects in the S3 bucket before the stack deletes it. The
DependsOn ensures the bucket deletion occurs only after the Lambda has completed.

B: Adding DeletionPolicy: Delete does not resolve the issue if the bucket still contains
objects.

C: Snapshot doesn ' t apply to S3 and won ' t help here.

D: Changing to Amazon EFS would require architectural changes, which are not allowed per
requirements.
Reference:https://aws.amazon.com/blogs/devops/safely-delete-s3-buckets-using-aws-
cloudformation/https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-
attribute- deletionpolicy.html

QUESTION NO: 17

TEICEERDODAWS THI M HYWET, ARF—LIK., VTR
ANFOREBET7OLRAOEEL 7L —AD—0ZBELTVET, BELt 7L —LD—
&, —mwibkENiET AT MNTAWS Lambda B sERALET, YJ1—>3>
T—FTIORE, 20O AWS 7HJ> NT Lambda
BRZERITTEDRSICTRIRNMEBOT VELAFARI D —Z2RETHIHEN HYET,
ChSNEHZRBLEIDEFE., EORATYTOHEAEDLETIN? (2DBATLIEEL, )
A —TTlbtEeENETHIORNT, EETEDITAT14ELT Lambda H—ER&#FD
IAMO—)LZ#ERLEST, 12514 R —REMLT, LD AWS
THOMOO—)Z5|EZTET,

B.fttd AWS 7 HV 2 NT, /NRDIERZFREFD IAM

O—I)Z#EKLET, —TibEe =T HT> M®D Lambda IAM
O—)L%zZEETERI>T14T71ELTEMLET,

C.
—TbENETHIRT, EHENEIVFAT4ELTHOTADINOO-IL%EED
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IAMO—)LZERLET, RDROT I EAFAZRELET,

D. fth®D AWS P7H DU RT, EHEBENIETHVMOO—-I)ZE|EZ TR EREZRFD
IAMO—J)LZERLET, ERETEDIT1T1E LT Lambda H—EAZEMLE T,
E. 200 AWS 7HV Y NT, &/MROERZRD IAM

A—)LZERLET, FETEDIT1T1ELT Lambda Y —ERAZEMLET,
Answer: A B

Explanation:

https://medium.com/@it.melnichenko/invoke-a-lambda-across-multiple-aws-accounts-
8c094b2e70be

QUESTION NO: 18

B

HBEETE, 1—H¥—»A»T7vY 70— KL EE%ZAmazon
SIBEARNL—CZFEALTSINTY NCRFTRDT 7V T—>3 02 ERALTVET,
I—Y—RRAOIBOAERFBEICHEICT VEALETH. ThUBRBREFEALETIEA
LEBA. BEALEDBEIFIOOMBZEATVWE T, 1—H—0DA 22— Y NERNI TR
EBBENZVED, CORERILFN-—NTPY7TO—-—RZFEALTVET,
YD1—23> T—FT7IORMESIAMNL—2 OAANZHRE T IHENF HYVET,
CNSOEH/ZB/LITIAVOBEAEDERENTIN? 2 DBRLTLKEEV),
A.S3 /N Y N % Requester Pays /N7y RELTERELET,

B. S3 Transfer Acceleration ZfERL TEFFZ2 7Y 7O—RLET,
C.7HRBRIAEEZBNILFN—NT7Y7O—RZHRINICTEISA 710
L—=ILZERLET.,

D.1 B#IZA 7> 15 N% S3 Glacier Instant Retrieval IcB1732 54 7914V
L—ILZHERLET,

E. 180 H&ICA 7T T h%& S3 Standard-IA IZBITT2 54 7H 10
W—=ILZERLET.,

Answer: C E

Explanation:

C: Multipart uploads can leave incomplete parts behind, which incur storage costs. Expiring
them after 7 days minimizes waste and saves cost.

E: Since objects are infrequently accessed after 180 days, transitioning toS3 Standard-lAis
cost-effective, especially for large files > 128 KB (your 100 MB+ files qualify).

Ais for shifting download cost, not reducing your S3 storage expenses.

Bhelps with upload speed butincreases cost.

Dis too aggressive; Glacier is not suited for access patterns within the first few days.
Reference:https://docs.aws.amazon.com/AmazonS3/latest/userguide/lifecycle-configuration-
examples.

htmlhttps://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html

QUESTION NO: 19

H3XEF, FAOTLIZIAOTF—REX—% AWS

ICBITTHCEZFELTVWET, BHERE. Linux X—AD VMware VM
TTF—3t 32— RANLTVWET, YD1 —232 7—FTIOME, VM

BOXRY ND—JKFEAICEIZBHRENETHAHEN GYVET, BHIFE. RARDIP

Latest SAP-C02-JPN exam torrent, SAP-C02-JPN guide dumps, SAP-C02-JPN preparation questions materials
https://ucertify.examprepaway.com/Amazon/braindumps.SAP-C02-JPN.ete.file.html



https://ucertify.examprepaway.com/Amazon/braindumps.SAP-C02-JPN.ete.file.html

SAP-C02-JPN Real Test Practice Materials - SAP-C02-JPN Study Guide - ExamPrepAway

T RLA, RARE, BLVPRY NI —VEERROFHZRIROEATHILEN HY)
F9,

CNSOEHfZ®/ETY)1—>32BFENRTTHL?

A. AWS Application Discovery Service ZfER L £J., AWS Migration Hub O7Rk— L AWS
=23 &BRULET, T—FREOLEDHICA T L T AH—/Y—IZ AWS Application
Discovery Agent &4 2> AM—J)LL& T, Migration Hub XY KT —7
BATISLZERTHLODOT VA% Application Discovery Service
ICHELET,

B. H—/\— F—XOUEIC &, AWS Application Discovery Service Agentless Collector
ZEALET, AWS Migration Hub 5% Y R —2 K% .png
FERTIVAR—RNLET,

C.TF—RPREDLEDICHTL IR H—/V—IZ AWS Application Migration Service
IT—2x2h2Z242AM—=ILLET, AWS O Workload Discovery T AWS Migration Hub
T—REERALT, XY RNT—IORZERLET.

D. F—RWNED=HIZF>TL =AY —/N—IZ AWS Application Migration Service
IT—2IRNEA42ARM=I)LUET, AWS Migration Hub #'S .csv ERTTF—2 %
Amazon CloudWatch &Y 1 R—RIZIVAR—KL T, XY ND—IORZERLET,
Answer: A

Explanation:

To effectively gather information about network dependencies between VMs in an on-
premises data center for migration to AWS, it ' s crucial to use tools that can capture detailed
application and server dependencies. The AWS Application Discovery Service is designed
for this purpose, particularly when migrating from environments like Linux-based VMware
VMs. By installing the AWS Application Discovery Agent on the on- premises servers, the
service can collect necessary data such as host IP addresses, hostnames, and network
connection information. This data is crucial for creating a comprehensive network diagram
that outlines the interactions and dependencies between various components of the on-
premises infrastructure. The integration with AWS Migration Hub enhances this process by
allowing the visualization of these dependencies in a network diagram format, aiding in the
planning and execution of the migration process. This approach ensures a thorough
understanding of the on-premises environment, which is essential for a successful migration
to AWS.

References:

AWS Documentation on Application Discovery Service: This provides detailed guidance on
how to use the Application Discovery Service, including the installation and configuration of
the Discovery Agent.

AWS Migration Hub User Guide: Offers insights on how to integrate Application Discovery
Service data with Migration Hub for comprehensive migration planning and tracking.

AWS Solutions Architect Professional Learning Path: Contains advanced topics and best
practices for migrating complex on-premises environments to AWS, emphasizing the use of
AWS services and tools for effective migration planning and execution.
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Answer: D

QUESTION NO: 21
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Logs
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Answer: B

Explanation:

The company needs near-real-time visibility into which EC2 instances are connecting to on-
premises databases. The correct telemetry source for network connection metadata at the
VPC level is VPC Flow Logs.

VPC Flow Logs capture information about IP traffic going to and from network interfaces in a
VPC, including source/destination IPs, ports, protocol, and accept/reject decisions. This data
can be used to infer which EC2 instance IPs are connecting to database IPs.

The company already uses Splunk on premises, so the solution should deliver these logs to
Splunk with minimal delay and operational overhead. Amazon Data Firehose provides a fully
managed way to deliver streaming data to supported destinations, including Splunk, with
buffering and retry handling. CloudWatch Logs subscription filters can stream log events in
near real time from CloudWatch Logs to destinations such as Firehose.

Option B uses the standard pattern: enable VPC Flow Logs to CloudWatch Logs, then create
a CloudWatch Logs subscription filter that streams the flow logs to a Firehose delivery stream
configured with Splunk as the destination. Because CloudWatch Logs subscription deliveries
can batch log events, using a Firehose preprocessing Lambda to extract individual log events
is a common approach to format records in a way that Splunk ingests cleanly. This yields
near-real-time delivery with low operational overhead.

Option A introduces delay because it exports CloudWatch logs periodically to S3 and
requires Splunk to poll S3. It also requires long-lived access keys and periodic batch exports,
which is not near real time.

Option C relies on application-level logging changes and batch analytics with Athena, which
is not near real time and requires substantial changes and additional pipelines.

Option D is over-engineered for the stated requirement. Using Flink and anomaly detection
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focuses on anomalies rather than simply identifying connections, and it adds significant
operational complexity compared to direct delivery of flow logs to Splunk via Firehose.
Therefore, streaming VPC Flow Logs from CloudWatch Logs to Splunk using a Firehose
delivery stream and a subscription filter is the best approach.

References:AWS documentation on VPC Flow Logs and the metadata they provide for
network connection visibility. AWS documentation on CloudWatch Logs subscription filters for
near-real-time streaming of log events. AWS documentation on Amazon Data Firehose
delivery to Splunk and optional Lambda transformations for record formatting.

QUESTION NO: 22
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Answer: A

Explanation:

A is correct because AWS recommends using oneconnection alias per Region, associated
witheach directory.

Then, configure a Route 53 failover policy so that if the primary Region becomes unhealthy,
users are directed to the failover Region automatically. "Evaluate Target Health" ensures
automatic detection and failover.

References:

Amazon Workspaces Cross-Region Resilience

Route 53 Failover Routing

QUESTION NO: 23
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Answer: B

Explanation:

AWS Control Tower provides a set of " strongly recommended guardrails " that can be
enabled to implement governance and policy enforcement. One of these guardrails is "
Encrypt Amazon RDS instances " which will detect RDS DB instances that are not encrypted
at rest. By enabling this guardrail and applying it to the production OU, the company will be
able to enforce encryption for RDS instances in the production environment.

QUESTION NO: 24
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Answer: A

Explanation:

Amazon S3 Intelligent-Tiering is a storage class that automatically moves objects between
two access tiers based on changing access patterns. Objects that are accessed frequently
are stored in the frequent access tier and objects that are accessed infrequently are stored in
the infrequent access tier. This allows for cost optimization without requiring manual
intervention. This makes it an ideal solution for the scenario described, as it can automatically
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move objects that are infrequently accessed after 30 days to a lower-cost storage tier while
still maintaining millisecond retrieval availability.

QUESTION NO: 25

HBRENFARKROETF

T—LDOHF))—RAZEREL, —BEAETHIO—RTEDRSICLEVEEZEATVET
o MIV—ANYT—20OHAAXRBRHWE5GB TY, AE, A>T LIAF—2X&

R —THRARENTWDS Linux X—AD—i2B FTP

HARAS, BEOVU—AOFVVO—-RZRHLTVET, @i, HRFOI—F—
AV —AZ2Z V2 O0—RIBDEFRLTVET, A, I—F—0OBPICEREL,
Ao>O—R

NT A= ANFBLEL, BEAIOAMNBLBZZY)1—-23202ROTVET, chsn
Efzmic3Vy)1—23 ENRTL&S D,

A. Auto Scaling 7 JL—7"W® Amazon EC2 4 > AR > AICN I N& 1 lz Amazon EBS
RII—-—LET—LT77M4I)NEREFLET, EC2AV ARV ATFTP
H—EAZFRELET, Auto Scaling 7' )L—7 D EIIZ Application Load Balancer
ZEALET, 1INV T—22FI2O0—RTEDLSICT—LOA I O—KR
URL 22U XY,

B. Auto Scaling Z)L—7"W® Amazon EC2 4 > ARV AIZT A Y F& hfz Amazon EFS
RII-—LET—LT77A4I)INEREFLET. BEC2A AR ATFTP
H—EAZFREL ET, Auto Scaling 7' )L—7 D EIIZ Application Load Balancer
ZEALET, I—H—HINVT—22FI2O0—RTEDLSICT—LOA I O—KR
URL ZaRLET,

C.IJI7HARNKAT 4> HIZ Amazon Route 53 & Amazon S3/NT Y NEERET S
F—LT7F7A4NZESINTY NZFY7O—RTS JIT7H 4 NI Amazon CloudFront
ZEATE 1INV T—2FIJVO—RTEDRSICT—LAZVO— KR URL
(/N I )

D. VI 7H A NKATF 4> HIC Amazon Route 53 & Amazon S3 /N7 Y NEERET D
F—LT77A4N&ESINTY NCTY7O—RTSS3
NTYRDIVIVIAZXINVERET S
A——HINYT—272FDO—RTEDRESICT—LOA V> O—RURL Z0FT%
Answer: C

Explanation:

Create an S3 Bucket:

Navigate to Amazon S3 in the AWS Management Console and create a new S3 bucket to
store the game files.

Enable static website hosting on this bucket.

Upload Game Files:

Upload the 5 GB game release package to the S3 bucket. Ensure that the files are publicly
accessible if required for download.

Configure Amazon Route 53:

Set up a new domain or subdomain in Amazon Route 53 and point it to the S3 bucket. This
allows users to access the game files using a custom URL.

Use Amazon CloudFront:

Create a CloudFront distribution with the S3 bucket as the origin. CloudFront is a content
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delivery network (CDN) that caches content at edge locations worldwide, improving download
performance and reducing latency for users regardless of their location.

Publish the Download URL.:

Use the CloudFront distribution URL as the download link for users to access the game files.
CloudFront will handle the efficient distribution and caching of the content.

This solution leverages the scalability of Amazon S3 and the performance benefits of
CloudFront to provide an optimal download experience for users globally while minimizing
costs.

References

Amazon CloudFront Documentation

Amazon S3 Static Website Hosting

QUESTION NO: 26
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Answer: A

Explanation:

https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/custom-

tags.htmlhttps://docs.aws.amazon.com
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/awsaccountbilling/latest/aboutv2/configurecostallocreport.html

QUESTION NO: 27
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Answer: C

Explanation:

The company wants three things: minimize client-to-broker latency within the same
Availability Zone, increase available bandwidth, and increase the scaling speed of the MSK
cluster. The current brokers are Standard brokers (two per AZ). Clients use default settings,
which means they are not explicitly configured for rack awareness or AZ affinity.

A common way to reduce latency in multi-AZ Kafka deployments is to enable rack awareness
on clients and brokers so clients prefer brokers in the same "rack," which can map to an
Availability Zone. In Kafka, the client.rack setting allows the client to include rack information
so the broker can return metadata that helps the client select replicas that are closest,
reducing cross-AZ traffic and improving latency.

To increase bandwidth and improve scaling speed, the most direct approach in the choices is
to move from Standard brokers to Express brokers. Express brokers are designed to provide
higher throughput and faster scaling characteristics compared to standard broker types.
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Since the question explicitly calls out increasing available bandwidth and scaling speed, the
broker type change is the key lever, and it can be combined with client.rack configuration to
minimize cross-AZ latency.

Option C matches these requirements: it replaces Standard brokers with Express brokers (to
improve throughput/bandwidth and scaling speed) and sets client.rack to the Availability Zone
identifier (az_id) to improve locality and reduce latency between clients and brokers in the
same AZ.

Option A is not appropriate because MSK does not use EC2 Auto Scaling predictive scaling
in that manner, and Kafka clients/brokers are not "associated" with an EC2 placement group
as a primary latency solution in MSK. Placement groups are for EC2 instance placement;
MSK broker placement is managed by the service.

Option B introduces a proxy layer and MSK Connect in a way that increases complexity and
does not directly guarantee lower latency or higher bandwidth. MSK Connect is for Kafka
Connect workloads, not as a general- purpose low-latency routing proxy for Kafka clients.
Cruise Control is used for partition rebalancing and cluster optimization, but it does not
replace the benefits of higher-throughput broker types and client rack awareness for AZ
locality.

Option D increases broker size and introduces PrivateLink endpoints. PrivateLink is about
private connectivity from VPCs to services and does not inherently ensure AZ-local broker
selection or reduce latency between clients and brokers in the same AZ. Also, resizing to
xlarge increases capacity but does not address scaling speed and locality as directly as
express brokers plus rack configuration.

Therefore, option C best meets all requirements.

References:AWS documentation on Amazon MSK broker types, including performance and
scaling characteristics of Standard and Express brokers.Apache Kafka concepts and AWS
guidance on rack awareness and using client.rack to reduce cross-AZ traffic and latency in
multi-AZ Kafka deployments.
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C. Amazon Managed Streaming for Apache Kafka (Amazon MSK) ZffAL T, F—2& %
Amazon Aurora ICEfELE T,

D. Amazon Kinesis Data firehouse Zf£A L T, 37— X %Z Amazon Keyspaces (Apache
Cassandra A) [CEE L F 9,

Answer: B

Explanation:

Amazon Kinesis Data Streams is a service that enables real-time data ingestion and
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processing. Amazon DynamoDB is a NoSQL database that does not require fixed schemas
for storage. By using Kinesis Data Streams and DynamoDB, the company can send the
JSON data to a database that can handle schemaless data in real time. References:
https://docs.aws.amazon.com/streams/latest/dev/introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html

QUESTION NO: 29

»HB1#F. GitHub Actions ZFERAL T, AWS LOUY—AICT YV +E2AF% CI/ICD

/\47 FAVERITLTVET, CcOREILCR. NMTZAAORERZFEAL TAWS

DRI ZITD IAM I—H—HFVWET, RUZ—HTRYFEhlERFO IAM

IZI NMCE2T, VY—RAOF7OM4ICHERERIMTEEATVERT,

SHOEFIVTATF—LR NMTZ7A 2 TRABBVWEHEREEATEZVEVWSH
LVWVEH#ZEALELE, YV1—2320T7—F7O7NE, BEREZEHBEDEY ) 1—

JAVICBEEMADVLEN HBYVET,

BELBVERAT—N—AY RTINSOEHZBLITY)1—>32BFENATLLSIA?

A.IAM TIAM SAML 20 P4 F> T4 74 70O/N14 5 — (IdP)

ZER L FT, sts:AssumeRole APl BV L ZFF A 9 5B EER) S —Z2F2HL L

IAM O—)ZERLET, BEIEDO IAM R > — E%ﬁb\,\ IAM

AO—)LIZT7EYFLET, N1T7 T4 TSAMLRILZFEA TS &L S IC GitHub

EEHLET,

B. IAM T IAM OpenID Connect (OIDC) ID 7’'O/Y1 & — (IdP) Z4#ERK L £ 9, GitHub OIDC

IdP #A* 5 O sts:AssumeRoleWithWebldentity API

FOHLZFATTR2ENEEER) S —Z2HFH2HL L 1AM

A—LZERLET, NMT7Z4200—-)2Z5EZ T3 KS5IC GitHub ZEH L E T,

C. Amazon Cognito

ID7—I)LZERLE T, GitHubZFERATD LS ICRIATANA A —ZREL F T, GitHubs?

A7 O/NA Z—h 5 Dsts:AssumeRoleWithWebldentity

APIFO'H L Z2FF A9 2 EYBEEARV D —ZH 2L WAMO—- )L Z2ERKLET, N1T

SARFZEL T, CognitoZsRiE7’ONA A —ELTHERALET,

D.AWS 7’ZAXR—KNCANDRNFTARNT U H—%ZERKLET., AWS IAM Roles Anywhere

THERATR V94T NEAEZER L ET, sts:AssumeRole API

HOHLZFAT2EEEER)—2F >H LV IAMO-I)LZERLET. BBFEO

IAM RS —ZF L L IAM

O—IIETEYFLET, NMTTAVEREL T, FEEBRAILN-Y—)LZEAL. J

AT NIHAEO A HBZZRLUTHLVIAMO—-)LZ5|EHREET,

Answer: B

Explanation:

This explanation is based on AWS documentation and best practices but is paraphrased, not

a literal extract.

The current CI/CD pipeline uses an IAM user with long-lived access keys stored in GitHub

Actions. The new requirement is that pipelines must not use long-lived secret keys. Instead,

the solution should provide short- lived credentials with minimal operational overhead.

GitHub Actions natively supports integration with cloud providers using OpenID Connect

(OIDC). With OIDC, GitHub acts as an identity provider that can issue OIDC tokens to

workflows. On the AWS side, IAM supports configuring an OIDC identity provider and roles
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that can be assumed by principals presenting valid OIDC tokens through the
sts:AssumeRoleWithWebldentity API. This pattern enables short-lived, automatically rotated
credentials for CI/CD jobs without storing long-lived secrets.

In the correct solution (option B), you configure an IAM OIDC identity provider for GitHub in
the AWS account. You then create a new IAM role with a trust policy that allows the Github
OIDC provider to call sts:

AssumeRoleWithWebldentity, with conditions that restrict which repositories or workflows can
assume the role. The existing IAM policy that grants deployment permissions is attached to
that role. In GitHub Actions, you update the pipeline configuration to request an OIDC token
and assume the IAM role at runtime. Each workflow run receives short-lived credentials
without storing static keys, and AWS automatically handles the token verification and
temporary credential issuance. This approach is the AWS-recommended pattern for
integrating GitHub Actions with AWS without long-lived secrets and has low operational
overhead once configured.

Option A uses SAML 2.0, which is typically used for enterprise single sign-on for users, not
for GitHub Actions workflows. GitHub does not natively use SAML to obtain AWS credentials
for CI/CD pipelines in the same streamlined way as OIDC, and implementing a SAML-based
integration would add unnecessary complexity.

Option C introduces Amazon Cognito as an indirection layer. Although Cognito can federate
with external identity providers, including social providers, using it as an intermediary to
obtain temporary AWS credentials for a machine-to-machine CI/CD pipeline is not necessary
when IAM OIDC federation with GitHub is directly supported. This adds additional
configuration and operational overhead.

Option D uses IAM Roles Anywhere with client certificates from AWS Private CA. Roles
Anywhere is designed for workloads running outside AWS that need to assume IAM roles
using X.509 certificates instead of access keys. While technically possible, it requires
managing private certificates, trust anchors, and a credential helper tool, which is more
complex and operationally heavier than the direct OIDC integration specifically designed for
GitHub Actions.

Therefore, configuring an IAM OIDC identity provider for GitHub and creating an IAM role to
be assumed via sts:AssumeRoleWithWebldentity (option B) meets the requirement to
replace long-lived secret keys with short-lived credentials with the least operational overhead

References:AWS documentation on configuring IAM OpenlID Connect identity providers and
roles for GitHub Actions integration.AWS security best practices recommending federation
and temporary credentials over long-lived IAM user access keys for CI/CD pipelines.

QUESTION NO: 30

HBdattlE, ESETFRBRIZ—NDESTTSATOREBALELE, PTTS5AT ALK
IXTloT B —HIEHENTVWET, EoH—F. 158% JSON ICBTTBHLH>—
T7)r—=2avil, ROA—HMBOERATAT—RXABREEELET. BINGEEMATT
., BRUA—CEBOERINFHYET 1B1E, 77V T5r—>3>EdXTO JSON
LO—RZHEENL, 2MOLHICLI—RZIVL—3FI) F—ER—-AICRELE T,

Bttlk, &KYRFRICEREHEL, JARNZRBHUTEDIHFLVWTF—FIHY U 1—->3 > #5K5H
TEIRENHYVET,

chsOBE#ZER/ETY)1—a2v@ENTIHN?
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A.loT 2>#—% AWS loT Core (C#E#: L £9, AWS Lambda

BEHZzFHL TEHRZMTL., .csv 77 1 )L& Amazon S3
CRETDIL—INZFZRELET, AWS Glue

ZEALT7 740 2A2O7HLLET, 2H#ICEE Amazon Athena & Amazon OuickSight
EEALET,

B. 77U —<3a> % —/\—% AWS Fargate [CB1TL £, AWS Fargate i& loT

o —PDSsEHREZHERY, TOBERZVL—>3IFIIEXICHEFLET, BFTL LER
% 5 H 0 7= $ (2 Amazon Redshift IZRFL £ T,

C. AWS Transfer for SFTP H—/N\—%&ERK L F£ T, loT oY — I—REEHL T, BH*%
csv 77 AIIELTSFTPBATH—/N—ICEFLET. AWS Glue

EERALT7 740N 2H207{LLET, 2HICIE Amazon Athena ZERAL ET,

D. AWS Snowball Edge ZEH L T loT

Y —HASEETF—XZREL, O—HWIsMZEXRTLET. T—XZEHIC Amazon
Redshift ICIREL T, JO-NILSHERITLET,

Answer: A

Explanation:

Connect the IoT sensors to AWS IoT Core. Set a rule to invoke an AWS Lambda function to
parse the information and save a .csv file to Amazon S3. Use AWS Glue to catalog the files.
Use Amazon Athena and Amazon QuickSight for analysis. This solution meets the
requirement of faster analysis and cost optimization by using AWS loT Core to collect data
from the IoT sensors in real-time and then using AWS Glue and Amazon Athena for efficient
data analysis.

This solution involves connecting the loT sensors to the AWS IoT Core, setting a rule to
invoke an AWS Lambda function to parse the information, and saving a .csv file to Amazon
S3. AWS Glue can be used to catalog the files and Amazon Athena and Amazon QuickSight
can be used for analysis. This solution will enable faster and more cost-effective data
analysis.

This solution is in line with the official Amazon Textbook and Resources for the AWS
Certified Solutions Architect - Professional certification. In particular, the book states that:
"AWS loT Core can be used to ingest and process the data, AWS Lambda can be used to
process and transform the data, and Amazon S3 can be used to store the data. AWS Glue
can be used to catalog and access the data, Amazon Athena can be used to query the data,
and Amazon QuickSight can be used to visualize the data." (Source:https://d1.awsstatic.com
/training-and-certification/docs-sa-pro
IAWS_Certified_Solutions_Architect_Professional_Exam_Guide_EN_v1.5.pdf)

QUESTION NO: 31

hdattlk, EDXA
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VEEATVET, YD1—23 i, BEESNELEWVMEZEBAD VTV ROZHICOW
TELBHAZEBITAIREN HYUET,
CNSDEXZREITEONOHKREEAXNMROBV I ERFENTITA?

A. &FHD> NT AWS Budgets

ZEHEL, T7Ur—>3>, RE, iIBEZEICILN—THENETFETS—NEERL
£9. BE7 77— KD Amazon SNS REY JIZEED XA

Iy hEEBMLES, FF7 NI NT Cost Explorer 2L T, FEEZ XA
AZYMOARLAR—BMZERLET,

B. HEBODNAZ— 7H7D> NT AWS Budgets

ZEHEL, T7Ur—>3>, RE, IBEIEICIN—TENETFETS—NEERL
£F¥9. F77—HMD Amazon SNS REY JICEET XA

A"y hZEMLET, BBIONARXR— 7> NT Cost Explorer

ZEALT, SEDXAIZYNOARLKR—MEERLET,

C. &7 H” > T AWS Budgets

ZEHEL, T7UTr—>3>, RE, IBEIEICIN—THENETFETS—NEERL
F9, 87 F—HM0O Amazon SNS REY JICEED XA

I-Yy hZEBMLET. K7 HV > T AWS Billing and Cost Management

AV 1R—RZEFEALT, FESXRAIZY ROAXRLR—MZERLET,

D. BBDONAR— THJ>2NTAWS

ODOAANEFEARRLAR—RZEMIIL, F7UT—232, RE, FAEEANCTIL-T1
EhizLR—PZBRLET, AWS

OOAANEFERARAL R—NZLREL, FETZ—hZEEEL. ARLR—KZEZEETDXRRA
AZYRMDE X—)L DANIZIEE TS AWS Lambda BABZEERL £,

Answer: B

Explanation:

Configure AWS Budgets in the organization # €™s master account and configure budget
alerts that are grouped by application, environment, and owner. Add each business unit to an
Amazon SNS topic for each alert. Use Cost Explorer in the organization # €™s master
account to create monthly reports for each business unit.
https://aws.amazon.com/about-aws/whats-new/2019/07/introducing-aws-budgets-
reports/#.~:text=AWS %

20Budgets%20gives%20you%20the,below%20the %20threshold%20you%20define

QUESTION NO: 32

Hd2E, LV Web R—ADT7UT—232ZRHEALTEH VY, Linux
T70r—=23a>y 3—N—RAOANL—

VY)1-23VEBBELTVET, COHEE, IXTOAIV ARV AOT 7V r—>3
p%

T—REEHTALODE—DFREERLEVWEERZATVET, TOTATBTF—21Y
RO AXFHEKR100GB T, YU1—23> F—FTFIOMNE, E—OBRENEBR3
RFEIFEL. &5 225 MiBps OFHAEY) AIN—T"Y RABEICBED EHMLEL I,
YJ1—>3> TF7—FTIKE, XEFEIH DR) D= ICHID AWS

=232 TF—20IE—ZRATEDLSICTBNILTF AZ
V1-—23VERFAITIHLENHYET. DRIE—D RPO F 1 BEERETT,
ChSNERZRETYII—232BFENTIN?
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A. # L L) Amazon Elastic File System (Amazon EFS) NI FAZ 7714 )L
SATLAEFTOALEST, 7O a_ T hizAIL—7"Y K 75 MiBps
CBBDRSETT7AIN AT LZBRLET, DRU—232>0774)L
SATALILLTVT—23 ERELET,

B. #TL L) Amazon FSx for Lustre 77 /)L AT LAZF7O4LET, 7714

> AT LD Bursting Throughput E— RZ#EH L £9., AWS Backup ZFERAL T, 771
SATLAEDRD=23aIINYIOTYTULET,

C. AJ)L—7"vY A" 225 MiBps MR SSD (gp3) Amazon Elastic Block Store (Amazon EBS)
ARV1I—LZF7O4LET, EBSARUI—LDOILNFT7EYFEZBHMILET. AWS
Elastic Disaster Recovery ZfHAL T, EBSARU1—AZDR U= 3V ICEBRLUET,
D. Amazon FSx for OpenZFS 77 A1)l AT L% AXE!)—2 3> & DR
)—23a>omAIcF7’O4 LET, AWS DataSync
DATD1=)NENERAVZEERLT, KET7AINATLANPSDRIZ7Z7AIL
SATLIC 10 EICT—2ELTIT—MLET,

Answer: A

Explanation:

The company should deploy a new Amazon Elastic File System (Amazon EFS) Multi-AZ file
system. The company should configure the file system for 75 MiBps of provisioned
throughput. The company should implement replication to a file system in the DR Region.
This solution will meet the requirements because Amazon EFS is a serverless, fully elastic
file storage service that lets you share file data without provisioning or managing storage
capacity and performance. Amazon EFS is built to scale on demand to petabytes without
disrupting applications, growing and shrinking automatically as you add and remove files1.
By deploying a new Amazon EFS Multi-AZ file system, the company can create a single
location for updates to application data for all instances. A Multi-AZ file system replicates
data across multiple Availability Zones (AZs) within a Region, providing high availability and
durability2. By configuring the file system for 75 MiBps of provisioned throughput, the
company can ensure that it meets the peak operations requirement of 225 MiBps of read
throughput. Provisioned throughput is a feature that enables you to specify a level of
throughput that the file system can drive independent of the file system's size or burst credit
balance3. By implementing replication to a file system in the DR Region, the company can
make a copy of the data available in another AWS Region for disaster recovery. Replication
is a feature that enables you to replicate data from one EFS file system to another EFS file
system across AWS Regions. The replication process has an RPO of less than

1 hour.

The other options are not correct because:

Deploying a new Amazon FSx for Lustre file system would not provide a single location for
updates to application data for all instances. Amazon FSx for Lustre is a fully managed
service that provides cost- effective, high-performance storage for compute workloads.
However, it does not support concurrent write access from multiple instances. Using AWS
Backup to back up the file system to the DR Region would not provide real-time replication of
data. AWS Backup is a service that enables you to centralize and automate data protection
across AWS services. However, it does not support continuous data replication or cross-
Region disaster recovery.

Deploying a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBS) volume
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with 225 MiBps of throughput would not provide a single location for updates to application
data for all instances.

Amazon EBS is a service that provides persistent block storage volumes for use with
Amazon EC2 instances.

However, it does not support concurrent access from multiple instances, unless Multi-Attach
is enabled.

Enabling Multi-Attach for the EBS volume would not provide Multi-AZ resilience or cross-
Region replication. Multi-Attach is a feature that enables you to attach an EBS volume to
multiple EC2 instances within the same Availability Zone. Using AWS Elastic Disaster
Recovery to replicate the EBS volume to the DR Region would not provide real-time
replication of data. AWS Elastic Disaster Recovery (AWS DRS) is a service that enables you
to orchestrate and automate disaster recovery workflows across AWS Regions.

However, it does not support continuous data replication or sub-hour RPOs.

Deploying an Amazon FSx for OpenZFS file system in both the production Region and the
DR Region would not be as simple or cost-effective as using Amazon EFS. Amazon FSx for
OpenZFS is a fully managed service that provides high-performance storage with strong data
consistency and advanced data management features for Linux workloads. However, it
requires more configuration and management than Amazon EFS, which is serverless and
fully elastic. Creating an AWS DataSync scheduled task to replicate the data from the
production file system to the DR file system every 10 minutes would not provide real-time
replication of data.

AWS DataSync is a service that enables you to transfer data between on-premises storage
and AWS services, or between AWS services. However, it does not support continuous data
replication or sub-minute RPOs.

References:

https://aws.amazon.com/efs/
https://docs.aws.amazon.com/efs/latest/ug/how-it-works.html#how-it-works-azs
https://docs.aws.amazon.com/efs/latest/ug/performance.html#provisioned-throughput
https://docs.aws.amazon.com/efs/latest/ug/replication.html
https://aws.amazon.com/fsx/lustre/

https://aws.amazon.com/backup/

https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes-multi.html
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TLELE, YVI—2320TF7—FFIOKE, DI7T770T5—23a>0EEMESD D&
ENfHYET, DY 1—->32 Tk, Lambda
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72— L%ZfERAL T Amazon SNS

BHZEETAIVEN BYVET, EOV)1—232h, ERAF—N—AY RFIFEDLEL
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T—LZRELET,

B.VI7 77 Ur—>3>OlLambdaB#IC FHRIKETZHREL £9. Route
%AAZ?IVth4T// Ld—RZzEERL, NZT71vo=2thFII)—-230
WCI—T 12T ULET, CloudWatch7 T —ALZE&KEL. AWS Trusted
Advisor® ServiceLimitUsage X NV AZ AL, SNSEBHZEEFELET,

C.

DIJT7)T—23 2 OlambdaBiRIC O I TV JE N RARRTHERELET
o Route

BADANAFIVOETIANA—N—LOA—RZEEL, NTFT71Vv0ZEHHI)—
23N —T14>29ULET, Lambda®ConcurrentExecutions X M) 7 AZFEA L. SNS
BHAZEETDLSICCloudWatch7 5 —ALAZKRELE T,

D.

DITJTF7)T—>a OlambdaB I O a Z e EEABERTHERELET
o Route

BINILAFIV IO ENMEBERHRLI-—REREL, NZF714v072EhHAI)—23200)L
—T 42T LUET, CloudWatch7 Z—AZFKEL T, Lambda
ProvisionedConcurrencylnvocations X k1) V AZEHAL ., SNSEHZEFELET,

Answer: C

Explanation:

The use of provisioned concurrency ensures the web application's Lambda functions have
pre-initialized execution environments, removing cold start latency and maintaining
performance during high-traffic periods.

Route 53 health checks and failover records automate DNS failover to the secondary Region,
improving application availability and reliability.

The CloudWatch alarm is configured to monitor the Lambda ConcurrentExecutions metric
and send an SNS notification if concurrency usage nears the limit, enabling quick operational
response.

This approach minimizes manual management, ensuring reliability and performance during
peak traffic while meeting best practices for AWS Lambda and Route 53 failover.

QUESTION NO: 34
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. BELCRUTBBNICAT UV ITRRENBYET,
ChSDEHZF/LIVYII—232R@FENTIA? (2D2BATLSEZL, )

A. Amazon AP| Gateway REST APl Z4ER L £ 9., APl Gateway O AWS
HMERA7#EAL T, DynamoDB \DEFEHZE T D API ZRELE T,

B. Amazon AP| Gateway HTTP APl Z4ER L £ 9, API Gateway O AWS
MeER4(47=2ERL T, Dynamo DB NDEEHLE T D API ZFRELE T,

C. Amazon API Gateway HTTP APl Z#RK L £, DynamoDB 7—7 LA S5 F—2%&IRT
AWS Lambda SN DFEEZEAL T, D APl ZEREL X T,

D. AWS Global Accelerator TP V275 L —Z—%#EKL £9, DynamoDB

T—7IHh S F—2%KRT AWS Lambda@Edge

BBOKEEEAL T, COTIEIL—XZBRLET,

E. Network Load Balancer Z#EHK L &3, VIV ITANZET & AWS Lambda
BEBICERETBDRSICVURT— - ZRETS

Answer: A C

Explanation:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-overview-
developer-experience.

html

QUESTION NO: 35
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Answer: C

Explanation:

The workload is containerized, runs for hours, and is event-driven by nightly data arrival in
Amazon S3. The current architecture uses EC2 instances and cron jobs, which results in
operational overhead (managing instances, patching, scaling, scheduling) and idle compute
between processing windows.

A key constraint is that the processing tasks can take hours. AWS Lambda has maximum
execution duration limits that make it unsuitable for multi-hour batch processing. Even though
Lambda can run container images, it still must complete within Lambda's runtime limit.
Packaging container images as Lambda layers is also not an appropriate pattern for long-
running container workloads and adds complexity.

A modern, low-ops approach for long-running, containerized batch jobs is to run containers
on AWS Fargate.

Fargate removes the need to manage EC2 instances and allows tasks to run for extended
periods as needed, scaling based on demand. Because the workload is composed of several
data-processing services that likely need orchestration (for example, fan-out, sequencing,
retries, parallelism), AWS Step Functions is well suited to coordinate the workflow and invoke
the appropriate ECS tasks.

For triggering based on new S3 data, Amazon EventBridge provides a managed, scalable
event bus for AWS service events, including S3 object events, and can route events to
targets such as Step Functions state machines. Using EventBridge reduces the need for
direct point-to-point notification wiring and provides centralized event routing, filtering, and
monitoring.

Option C combines all the right elements: it runs the containers as ECS tasks on Fargate to
eliminate EC2 management and idle capacity, uses Step Functions to orchestrate tasks that
can run for hours, and uses EventBridge to trigger the state machine when new data is
uploaded to S3. This replaces the per-instance cron scheduling with an event-driven
serverless orchestration model and significantly reduces operational overhead.

Option B is close but is less appropriate as written because S3 Event Notifications are
typically configured to send to Amazon SQS, Amazon SNS, or AWS Lambda. Triggering
Step Functions directly is more naturally handled through EventBridge rules. EventBridge is
also the recommended event routing layer for integrating service events into workflows.
Option A is not suitable because Lambda is not designed for multi-hour processing jobs due
to runtime limits.

Option D is incorrect because Lambda layers are for sharing libraries and runtime
dependencies, not for packaging multi-hour container workloads. It also still depends on
Lambda runtime limits and does not match the operational model for long-running batch
processing.

Therefore, option C is the best modernization approach with the least operational overhead.
References:AWS documentation on AWS Fargate for running container workloads without
managing EC2 instances and supporting long-running tasks.AWS documentation on AWS
Step Functions for orchestrating long-running workflows, retries, parallelism, and service
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integrations including Amazon ECS.AWS documentation on Amazon EventBridge for routing
Amazon S3 object events to targets such as Step Functions state machines for event-driven
architectures.
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